number, delivery address). This skimmer features self-cloaking capabilities and anti-tampering
protection as it can hide from security tools and self-destruct when it detects tampering. The NTIC
Cyber Center recommends website visitors remain vigilant for indications that a web page may be
compromised. These may include being asked twice to enter payment or login information or
being prompted for payment card details before being forwarded to a secure payment service
provider. In addition, customers making purchases on ecommerce platforms should routinely
monitor their account statements and immediately notify their financial institutions of any

unauthorized or suspicious activity.

To read more about the threat of Magecart attacks and for additional mitigation strategies, please see

our Cyber Advisory titled Magecart: A Rapidly Growing Threat to Ecommerce Websites.

Extortion Scam Targets Website Owners

Researchers have discovered a campaign in which threat actors target website owners with a ransom
scam, claiming to have hacked their websites and extracted databases, and threatening to release the
stolen data unless a specified ransom amount is paid in Bitcoin. If the ransom is not paid, the
scammers threaten to de-index victims’ websites from search engines using "blackhat" SEO
techniques. Researchers at web app security firm WebARX observed that there has been no proof to
support claims that data has been stolen and that threat actors are using fear to extort victims. The
NTIC Cyber Center recommends never paying any ransom and regularly auditing websites for
vulnerabilities that could be exploited. We also recommend creating lengthy, complex, and unique
website administrator account passwords and enabling two-factor authentication on these
accounts, if available. Additionally, keep all website plugins patched and updated with the latest
versions and remove any unneeded, unsupported, or outdated plugins and components. The use
of web application firewalls is also encouraged as these can proactively filter potential threats and

malicious activity.

Ransomware Roundup

Welcome to Ransomware Roundup, a feature in the NTIC Cyber Center's Weekly Cyber Threat
Bulletin where we shine a spotlight on new and emerging ransomware campaigns that put your
data at risk. Our goal is to keep you informed of the latest ransomware threats and provide
important information to help you thwart these types of attacks. To help improve your
organization's cybersecurity posture, we encourage you to download and review our free

Ransomware Mitigation and Cyber Incident Response Planning guides, available on our website.



Thanos Employs Security Evasion Technique

The ransomware variant known as Thanos is the first to employ a researcher-disclosed anti-
ransomware evasion technique. First observed in 2019, Thanos also contains sophisticated features
such as an embedded data theft mechanism and the ability to automatically spread laterally
throughout a network. Promoted on Russian-speaking hacker forums, Thanos falls under the
category of Ransomware-as-a-Service (RaaS), a revenue-generating platform that allows low-skilled
third-parties to create and manage the ransomware campaign for either a monthly rental fee or a
percentage of each ransom amount paid. More information about Thanos ransomware is available

on BleepingComputer’s website here.

Black Kingdom Ransomware Targets Vulnerable Pulse Secure VPN Servers

Malware researchers discovered Black Kingdom Ransomware threat actors exploiting a
vulnerability in unpatched instances of the Pulse Secure Virtual Private Network (VPN) software to
gain access to enterprise networks and deploy ransomware. This vulnerability was patched in 2019,
but many organizations delayed updating their servers. After the threat actors initially gain access to
the network through the Pulse Secure VPN vulnerability, they impersonate a legitimate scheduled
task for Google Chrome by making a small modification to the task’s naming convention.
Researchers also determined that the scheduled task runs a Base64-encoded string code in a hidden
PowerShell window to fetch a script named “reverse.ps1” that establishes a reverse shell on the
infected machine. For more information about this campaign, including indicators of compromise

(IoCs), please see BleepingComputer’s article here.

Vulnerabilities

D-Link DIR-865L Wireless Routers

Researchers from Palo Alto Networks’ Unit 42 uncovered six security vulnerabilities for the D-Link
DIR-865L wireless router that may allow threat actors to execute arbitrary commands, steal
sensitive information, upload malware, or delete data. One vulnerability was rated as critical while
the others were rated as high-severity. It is possible for threat actors to have exploited a combination
of these flaws to sniff network traffic and steal session cookies. While the D-Link DIR-865L
wireless router has reached its end-of-life (EOL), a patch has been released to only fix three out of
the six security vulnerabilities thus far. The NTIC Cyber Center recommends decommissioning
any unsupported or end-of-life (EOL) hardware and software. We urge affected D-Link

customers to update to a different device model that is unaffected by these vulnerabilities.



IoT Devices Affected by Ripple20 Vulnerabilities

Researchers at security firm JSOF have discovered 19 vulnerabilities in software that is designed to
enable internet connections, leaving hundreds of millions of Internet-of-Things (IoT) devices across
the globe exposed to a broad array of attacks. These 19 vulnerabilities have since been dubbed
“Ripple20” and, if exploited, threat actors can take complete control of any of the affected devices.
JSOF states that they have contacted all affected vendors, prompting many to release software
updates to patch the vulnerabilities. It is unknown how many devices that include Ripple20 bugs are
directly hackable via the internet. The NTIC Cyber Center recommends affected IoT device

owners and administrators review US CERT Coordination Center’s Vulnerability Note

VU#257161 and implement their recommended mitigation strategies.

Upcoming Webinars
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Combating Cyber Fraud: Best Practices for Increasing Visibility and
Automating Threat Response

The lines are rapidly blurring between traditional fraud and rising cybersecurity threats. Financial
services leaders are challenged to find ways to rapidly increase visibility across their environments

while accelerating responses to threats effectively and efficiently.

Join Jason Pfeiffer, VP of Product Management at ReliaQuest, as he discusses:

e How the evolution of cyber exploits has changed the way we need to think about and tackle
financial crime

e How financial services companies are using automation to combat these types of threats

e Potential visibility challenges for large multi-national organizations as the threat landscape

changes and how to overcome them

To register for this free webinar on Thursday, June 25 at 11:30 AM EDT, click here.

Securing Our Communities



Each week, the NTIC Cyber Center highlights a different social engineering scam impacting
individuals and communities within the National Capital Region. We encourage everyone to share
this information with friends, colleagues, and loved ones to help reduce their risk of becoming a

victim of financial fraud and identity theft.

9] Grandparent scams are a type of fraud that targets senior

‘ citizens. Malicious actors pose as grandchildren in trouble and
seek to exploit grandparents’ emotional responses to steal
money from unsuspecting elderly victims. Click here to read
more about this prevalent scam and learn how to protect

yourself.

Cyber in the News

Why Securing Endpoints Is the Future of Cybersecurity,

Analytic Comment: Key highlights from Verizon's 2020 Data Breach Investigations Report

(DBIR) reveal insights about cyber threat actors and endpoint security. In their summary of findings,
70 percent of breaches were perpetrated by external actors, 86 percent of all breaches were
financially motivated, and attacks in which web apps were endpoint accessible comprise 43 percent
of breaches. Additionally, it was revealed that financially motivated cyber threat actors relentlessly
search for unprotected endpoints to exploit. All of this combined with the lack of asset management
oversight underscores the importance of organizations prioritizing endpoint security with audits,

automation, and proper asset management systems.

No, That Wasn't a DDoS Attack, Just a Cellular Outage

Analytic Comment: On Monday, June 15, reports of a nationwide mobile carrier outage began to

surface on social media. Soon after, misinformation about the outage began to spread, with many
social media users citing a hacktivist Twitter account that erroneously claimed a distributed denial-
of-service (DDoS) attack was the cause. Although a representative from the mobile carrier
addressed the issue on Twitter and stated that engineers were working to fix the problem, an
increasing number of social media users feared the worst and believed that the United States was
under a "cyber attack." The following day, the affected mobile carrier issued a statement about the
incident, citing a leased fiber circuit failure as the culprit. This incident highlights the increasing
need for people to scrutinize sources and wait for additional information before jumping to

conclusions and propagating the spread of misinformation.

Patches and Updates

Adobe Releases Security Updates for Multiple Products

Google Releases Security Updates for Chrome




WordPress Releases Security and Maintenance Update

ICS-CERT Advisories

Mitsubishi Electric MELSEC iQ-R series (Update A),
OSlIsoft PI Web API 2019
Philips IntelliBridge Enterprise IBE

Rockwell Automation FactoryTalk Linx Software
Treck TCP/IP Stack
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Threat Actors Increasingly Targeting Microsoft Exchange Servers

The Microsoft Defender ATP Research Team has observed threat actors increasingly target and
attack Microsoft Exchange servers in an effort to gain unauthorized access into networks and steal
account credentials. These threat actors typically target Exchange servers in one of two ways, either
by gaining access to an endpoint that allows them to move laterally through the network until they
reach the target server or by locating an vulnerable or misconfigured server that is exposed to the
open internet. Improperly configured, vulnerable, and exposed servers pose a high risk to enterprise
networks as they can allow an attacker an entry point to steal data and deploy destructive malware
such as ransomware. The NTIC Cyber Center recommends all Exchange server administrators
keep their servers updated with the latest security patches, use a reputable and up to date
antivirus software solution, place servers behind a firewall, regularly audit user accounts for
unauthorized privilege escalation or access, and protect accounts by enabling multifactor

authentication.

Federal Partner Announcement



CISA

CYBER+INFRASTRUCTURE

CISA Releases COVID-19 Election Security Resources

In response to COVID-19 consequences on election operations and administration, the
Cybersecurity and Infrastructure Security Agency (CISA) is working with election officials and
government and industry partners to ensure upcoming elections are accessible and secure, and that

voters can safely cast their votes.

CISA supported the development of the Election Security Subsector Government Coordinating
Council (GCC) and Sector Coordinating Council (SCC) resources which are on the U.S. Elections

Assistance Commission website.

CISA’s Protect2020 webpage provides the latest government and industry resources and up-to-date
information on how to assess risk, secure election infrastructure systems, and respond to cyber-
related incidents. Learn how to manage inbound/outbound ballots, prepare electronic ballot delivery

and marking, ensure signature verification, and more.

Explore these resources and more at https://go.usa.gov/xw4Nd.

Current and Emerging Cyber Threats

Phishing Campaign Masquerades as Wells Fargo to Deliver Malicious
Calendar Invites

Researchers from Abnormal Security discovered a phishing campaign that leverages fraudulent
calendar invites targeting Wells Fargo customers. Threat actors are masquerading as the Wells Fargo
Security Team and threatening recipients with an account suspension if they do not update their
security. Recipients are urged to click an attached .ics calendar file that, when opened, redirects
victims to a phishing page designed to harvest user credentials. Additionally, recipients are
encouraged to open the .ics file on their mobile devices so that it may be automatically added to the
mobile calendar in order to appear more legitimate. The NTIC Cyber Center recommends users
remain vigilant for phishing campaigns disguised as official Wells Fargo correspondence, avoid
opening unexpected emails, and refrain from clicking on links, opening attachments, or enabling
macros in documents from unknown or untrusted sources. If you receive an email that you

suspect may be malicious, notify your IT security team immediately.



Vulnerabilities

Cisco WebEx Meetings

Cisco’s Webex Meetings application on Windows devices has a newly discovered vulnerability
(CVE-2020-3347) that could allow local authenticated attackers the ability to gain access to

personal and sensitive information. This vulnerability exposes a shared memory space where threat
actors are able to view highly sensitive information including authentication tokens, usernames, and
meeting information that could be stolen or used to log in using the victim's WebEx account.
Security researchers found that improperly securing trace files will expose e-mail accounts, URLs
used to host meetings, as well as the WebExAccessToken, so that threat actors can gain access to the
victim’s WebEx account. Cisco has since released a patch for CVE-2020-3347. The NTIC Cyber
Center recommends administrators of Cisco’s Webex Meetings clients update to the latest version

as soon as possible.

USB for Remote Desktop

Researchers from SentinelOne uncovered a vulnerability for the bus driver for “USB for Remote
Desktop” developed by FabulaTech that may allow threat actors to elevate privileges on a target
machine by adding fake devices. This vulnerability, known as CVE-2020-9332, is attributed to the
absence of security checks that block access from less privileged entities in FabulaTech’s bus driver,
IoCreateDevice. Since the driver labels IoCreateDevice as routine, it grants non-privileged users the
ability to add and control software trust devices. Additionally, FabulaTech features extensive
privileges on the computer as services are run under the LocalSystem account. FabulaTech released
a fix to remediate the flaw. The NTIC Cyber Center urges affected FabulaTech customers to
upgrade “USB for Remote Desktop” to the latest build.

NETGEAR R6700 WiFi Router

NETGEAR discovered a zero-day vulnerability with their R6700 WiFi routers that allows threat
actors to bypass authentication on adjacent networks. This vulnerability exists within the httpd
(HTTP Daemon) service on port 80 where the lack of proper validation of the length of user-
supplied data prior to copying it to a fixed-length creates a stack-based buffer overflow condition.
Threat actors can leverage this vulnerability to execute code in the context of root. At this time,
NETGEAR has not issued a patch to resolve this issue._As the vulnerability currently remains
exploitable, the NTIC Cyber Center recommends discontinuing the use of the R6700 WIiFi
Router and remove any device affected from within your environment until a patch resolving the

issue is released.



Data Breaches and Leaks

Twitter Billing Data Leak

Twitter has recently disclosed a breach resulting in the exposure of billing data belonging to Twitter
advertisers. The exposed data includes email addresses, phone numbers, the last four digits of credit
card numbers, and billing addresses. The breach is attributed to a bug that stored the sensitive data
into the browser cache making it accessible to other users on the computer. Twitter has since then
fixed the bug. It is unknown if any threat actors abused the exposed data. The NTIC Cyber Center
recommends affected Twitter business customers remain vigilant for an increase in phishing
attempts perpetrated through email, social media, telephone, text messages, or other avenues as a
result of this data exposure. We also recommend affected Twitter business customers to clear their

web browser cache.

#BluelLeaks

On June 19, 2020, the NTIC Cyber Center became aware of a data breach impacting several fusion
centers, law enforcement agencies, and government organizations across the United States. Since
that time, we have been working with our counterparts in the National Fusion Center Association
and Cyber Intelligence Network to identify the source of the breach and determine the scope and
impact to our stakeholders. We have been providing relevant stakeholders with updates to the
ongoing situation. If you are relevant public sector stakeholder who recently subscribed to our
distribution list and would like a copy of our most recent update, please send an email to

NTICCyberCenter@dc.gov with your request.

Upcoming Webinars

How to Secure Remote Works for the Long Haul: Protecting VPN, RDP,
Webcams, and Beyond

Recent, rapid transformations in remote work have been challenging for enterprises, and for some of

them, the new work-from-home reality is going to become a permanent adaption for their business.



Those that adapted quickly now need to look at keeping their new remote workforces happy and
secure for the long haul. Join this webinar to learn about some of the biggest changes businesses
have experienced, and how they're working to secure the new shifting and expanding attack surface,

including:

e 88 percent of respondents rely on VPN tunneling for their work, but how are those VPN
tunnels secured at scale?

¢ 30 percent rely on RDP, a protocol notorious for being abused by attackers. How are
businesses assuring that RDP sessions are legitimate, and being used securely?

e Only ~13percent of respondents indicated that their organization fully manages webcams in
their environment. How are businesses ensuring that sensitive, connected devices and IoT in

workers' homes aren't providing a vector for stealthy attackers?

To register for this free webinar on Thursday, June 25 at 3:30 PM EDT, click here.

Securing Our Communities

Each week, the NTIC Cyber Center highlights a different social engineering scam impacting
individuals and communities within the National Capital Region. We encourage everyone to share
this information with friends, colleagues, and loved ones to help reduce their risk of becoming a

victim of financial fraud and identity theft.

Utility scams are fraudulent acts conducted by profit-
motivated criminals who impersonate utility company
employees to steal money or valuables from victims.

Sometimes, these criminals will call victims and attempt to

convince them that they have an overdue utility bill requiring
immediate payment. Click here to read more about this

prevalent scam and learn how to protect yourself.

Cyber in the News

Why_Did This Bank of America Phishing Email Bypass Spam Filters?

Analytic Comment: Bank of America phishing emails have bypassed security controls despite
typical phishing signs, such as fraudulent email addresses, URLs, and graphic designs. Threat actors
are leveraging email marketing platforms such as SendGrid for distribution as they use technologies
such as SPF, DKIM, and DMARC that facilitate email authentication and integrity. Additionally,
these emails are distributed in low volumes as to not trigger Microsoft’s email security and Secure



Email Gateway (SEG), and feature SSL certificates that have yet to be flagged as malicious. This
highlights the importance of remaining vigilant to incoming email and its validity despite current
advanced email security features.

Cyber-Attacks Increasingly Threaten Schools - Here's What to Know
Analytic Comment: Cybersecurity researchers have noticed a rise in cyber-attacks focused on the

education sector as teachers are using technology more frequently to provide remote education.
Microsoft Security Intelligence researchers discovered that 61 percent of enterprise malware
encounters came from the education sector, making it the most affected industry in the last 30 days.
This cybersecurity gap in the education sector stems from a large number of school districts not
having full-time employees assigned to effectively manage cybersecurity expectations. Without
available cybersecurity staff or training, most teachers are left susceptible to phishing attacks. Threat
actors are aware of the flaws and view this sector as an easy target, highlighting the urgent need of
proper funding for cybersecurity resources in the education sector.

Turn on MFA before Crooks Do It for You

Analytic Comment: Threat actors are enabling multifactor authentication (MFA) on accounts not
previously enabled in order to compromise them. MFA provides an extra layer of security by
allowing customers to secure their accounts against fraudulent login attempts using unique codes
delivered through email, text message, or phone call. However, if an account is already
compromised, threat actors may enable this feature on a device they control, thereby denying
account access to the rightful owner. In one such case in which a victim's Xbox account was
compromised, the victim was unable to recover their account as the threat actor changed its
associated email address and enabled MFA, thus blocking access. Additionally, the victim was
unable to use their account recovery codes as well because the threat actor enabled MFA, rendering
the codes useless. This underscores the importance of generating strong and unique passwords for
every account and implementing MFA on all accounts that offer it as soon as they are created.

Patches and Updates

Adobe Releases Security Updates for Magento
Cisco Releases Multiple Security Updates
Drupal Releases Security Updates

Google Releases Security Updates for Chrome

Microsoft Releases Security Updates for Windows

VMware Releases Security Updates for Multiple Products

ICS-CERT Adyvisories

ABB Device Library Wizard
Baxter ExactaMix (Update A)



Baxter PrismaFlex and PrisMax (Update A)

Baxter Sigma Spectrum Infusion Pumps (Update A)
BD Alaris PCU (Update A),
BIOTRONIK CardioMessenger 11
Honeywell ControlEdge PLC and RTU

Johnson Controls exacqVision

Mitsubishi Electric MELSEC iQ-R, iQ-F, Q, L and FX Series CPU Modules
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Daily Brute-Force Attacks Against RDP Nearly Doubled during Pandemic

As the COVID-19 pandemic forced employees across the United States to work from home, cyber
threat actors increasingly targeted Windows Remote Desktop Protocol (RDP) services to gain access
into enterprise networks. Cybersecurity firm ESET recorded telemetry data showing that, beginning
in February 2020, brute-force attacks against RDP services rose to 80,000 per day. Organizations
that did not enforce strong password policies or provide multifactor authentication were more
vulnerable to these types of attacks. Once attackers gain access, they often steal data or deploy
malware such as ransomware to further victimize their targets. The NTIC Cyber Center
recommends all enterprise administrators proactively block connections to unneeded RDP ports,
enforce strong password policies for all employees, enable multifactor authentication for all user
accounts, and require the use of a Virtual Private Network (VPN) to connect to internal
resources. We also recommend monitoring networks for suspicious activity and unauthorized

access.

Federal Parther Announcement



CISA

CYBER+INFRASTRUCTURE

Defending Against Malicious Cyber Activity Originating from Tor

This advisory—written by the Cybersecurity Security and Infrastructure Security Agency (CISA)
with contributions from the Federal Bureau of Investigation (FBI)—highlights risks associated with
Tor, along with technical details and recommendations for mitigation. Cyber threat actors can use
Tor software and network infrastructure for anonymity and obfuscation purposes to clandestinely

conduct malicious cyber operations.

Tor (aka The Onion Router) is software that allows users to browse the web anonymously by
encrypting and routing requests through multiple relay layers or nodes. This software is maintained
by the Tor Project, a nonprofit organization that provides internet anonymity and anti-censorship
tools. While Tor can be used to promote democracy and free, anonymous use of the internet, it also
provides an avenue for malicious actors to conceal their activity because identity and point of origin
cannot be determined for a Tor software user. Using the Onion Routing Protocol, Tor software
obfuscates a user’s identity from anyone seeking to monitor online activity (e.g., nation states,
surveillance organizations, information security tools). This is possible because the online activity
of someone using Tor software appears to originate from the Internet Protocol (IP) address of a Tor

exit node, as opposed to the IP address of the user’s computer.

CISA and the FBI recommend that organizations assess their individual risk of compromise via Tor
and take appropriate mitigations to block or closely monitor inbound and outbound traffic from

known Tor nodes. For more information, please see CISA Alert AA20-183A.

Current and Emerging Cyber Threats

New Lucifer DDoS Malware Exploits Windows Vulnerabilities to Build
Botnets

Palo Alto Networks Unit 42 research group uncovered a new botnet variant, dubbed Lucifer, which
is a cryptojacking and distributed denial-of-service (DDoS) malware hybrid that exploits
vulnerabilities to propagate through networks and conduct malicious activities on Windows
platforms. Once a system is compromised with Lucifer, threat actors may execute arbitrary
commands and spread through the network via weaponized exploits. While numerous patches have

hindered Lucifer, some variants feature anti-analysis protection. The NTIC Cyber Center



recommends all network and system administrators change default passwords to include a strong
variety, monitor networks for suspicious activity, and ensure that all software, including

operating systems, are patched and up-to-date.

Phishing Campaign Targets Employees Returning to the Office

Researchers at Security firm Check Point have been investigating an ongoing phishing campaign
that is targeting the Microsoft credentials of employees returning to their offices using a malicious
email that promises COVID-19 training material. Recipients of this phishing campaign receive an
email welcoming workers back to the office, promoting testing programs and new workplace social
distancing rules, often containing a malicious link. If clicked, the link delivers victims to a malicious
website designed to steal their Microsoft login credentials. Researchers have also determined that
the number of coronavirus-related cyberattacks have decreased 130,000 per week during the first
week of June, a drop of 24 percent from the average number in May. The NTIC Cyber Center
recommends users remain vigilant for phishing campaigns disguised COVID-19 correspondence,
avoid opening unexpected emails, and refrain from clicking on links, opening attachments, or
enabling macros in documents from unknown or untrusted sources. If you receive an email that

you suspect may be malicious, notify your IT security team immediately.

Android Apps Discovered Stealing Facebook Login Credentials

The Google Play app store recently removed 25 Android applications that were found to be stealing
Facebook login credentials. The malicious applications offered legitimate functions posing as step
counters, image editors, video editors, wallpaper apps, flashlight applications, file managers, and
mobile games. These apps contained malicious code that detected what other applications a user
recently opened and, if it detected the use of Facebook, it would load a fraudulent Facebook login
page over the existing display to trick victims into divulging their credentials. The NTIC Cyber
Center recommends Android users that have installed any of the listed applications immediately
delete them and then change their passwords to their Facebook account and any other accounts
that use the same credentials. We always recommend using passwords that are unique to each

account.

Ransomware Roundup

Welcome to Ransomware Roundup, a feature in the NTIC Cyber Center's Weekly Cyber Threat
Bulletin where we shine a spotlight on new and emerging ransomware campaigns that put your

data at risk. Our goal is to keep you informed of the latest ransomware threats and provide



important information to help you thwart these types of attacks. To help improve your
organization's cybersecurity posture, we encourage you to download and review our free

Ransomware Mitigation and Cyber Incident Response Planning guides, available on our website.

WastedLocker Targets US Organizations

A new ransomware dubbed WasteLocker is being leveraged to target US businesses and extort
millions of dollars. Created by the Russian cybercrime group known as Evil Corp or Indrik Spider,
WastedLocker has already compromised at least 31 companies, eight of which are Fortune 500
companies. WastedLocker initially compromises targets via fraudulent software updates hosted on
hijacked websites. Once compromised, WastedLocker combines the word “wasted” with the
company's initials to generate an extension that is appended to a victim's encrypted files. There is
currently no publicly available decryption tool for this variant. More information, including

indicators of compromise (IoCs) are available in Symantec's report.

EvilQuest Targets MacOS

EvilQuest, a new data-wiping and information-stealing malware is using ransomware as a decoy to
target and steal files from macOS users. Victims compromised in this campaign become infected
after unknowingly downloading a malicious trojan installer from popular applications obtained
through torrent sites. EvilQuest is capable of identifying whether the MacOS instance is running in a
virtual machine, and can also identify the presence of common security tools and antimalware
solutions. It also opens a reverse shell used for communicating with its command-and-control (C2)
server. After the MacOS system becomes comprised, EvilQuest deploys an altered copy of itself and
encrypts files attaching a BEBABEDD marker at the end. It then displays a ransom note demanding

$50 worth of Bitcoin to be paid within three days to recover encrypted files.

Vulnerabilities

Palo Alto Networks

The US Department of Homeland Security and US Cyber Command are highlighting a patch
released by Palo Alto Networks that, if not applied, would allow threat actors “with network access”
to exploit vulnerability CVE-2020-2021 for the purposes of obtaining sensitive information. CVE-
2020-2021 is attributed to a flaw in the improper verification of signatures in PAN-OS and Security
Assertion Markup Language (SAML) in which improper configuration allows unauthenticated
network-based threat actors unfettered access without credentials. The US National Institute of

Science and Technology rated the vulnerability a 10.0 in its National Vulnerability Database. The



NTIC Cyber Center recommends administrators of affected Palo Alto Network systems apply the

patch as soon as possible.

Data Breaches and Leaks

LG Electronics

LG Electronics has been allegedly compromised by Maze ransomware resulting in the theft of 40
GB of proprietary data, including source code. The threat actors behind this operation have issued a
statement saying that they will disclose part of the stolen source code. The initial attack vector is
currently unknown. LG has yet to confirm if the alleged attack took place. The NTIC Cyber Center
encourages all organizations maintain current data backups that are stored securely off the
network, regularly audit third-party access to networks, and audit networks for unauthorized
access and exposed ports, especially those that are used for remote access such as TCP port 3389.
For a list of recommended strategies to reduce the risk of becoming a victim of a ransomware

attack, please download the NTIC Cyber Center Ransomware Mitigation Guide.

Lollicupstore

The largest US bubble tea supplier, Lollicupstore, experienced a breach resulting in the exposure of
over 112 million client-related records. The exposed data includes client data such as names, email
addresses, password tokens, shipping data, production logs, internal records and other data. The
breach is attributed to an improperly exposed database that left the data publicly accessible.
Lollicupstore has since then secured the database. It is unknown if any threat actors abused the
exposed data. The NTIC Cyber Center recommends affected Lollicupstore business customers
remain vigilant for an increase in phishing attempts perpetrated through email, social media,

telephone, text messages, or other avenues as a result of this data exposure.

Upcoming Webinars
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Your Brand is Being Used as Bait - You Just Don't Know It Yet



Without ever confronting an organization's email perimeter, it's easy for cybercriminals to
impersonate a brand on the internet. Even unsophisticated attackers can spoof your email domain or
host a fake website designed to trick customers, suppliers and employees. Join us to learn about the
tactics cybercriminals are using and how you can stop brand impersonation attacks in their tracks -

often preventing them all together.

To register for this free webinar on Wednesday, July 15 at 6:30 AM EDT, click here.

Securing Our Communities

Each week, the NTIC Cyber Center highlights a different social engineering scam impacting
individuals and communities within the National Capital Region. We encourage everyone to share
this information with friends, colleagues, and loved ones to help reduce their risk of becoming a

victim of financial fraud and identity theft.

Chinese phone scams are automated telephone calls that
spoof official Chinese embassy or consular communications to
extort money from Chinese speakers. Criminals direct these
calls to phone customers with Chinese last names and to
random people in locations with large populations of
Mandarin speakers. Although these scammers are frequently

located in China, their calls target people all over the world.

Click here to read more about this prevalent scam and learn

how to protect yourself.

Cyber in the News

How Hackers Extorted $1.14 Million from University of California, San Francisco

Analytic Comment: The University of California San Francisco (UCSF) was recently victimized in
a ransomware attack at the hands of the Netwalker ransomware group who extorted $1.14 million
from the university. UCSF had been working on a cure for COVID-19 when their data, including
associated medical research, was compromised and encrypted. The Netwalker variant is associated
with at least two other university-related ransomware attacks in the past two months. This highlights
the need for universities, especially those conducting high-profile scientific research, to strengthen

their cybersecurity posture.

The More Cybersecurity Tools an Enterprise Deploys, the Less Effective Their Defense Is

Analytic Comment: New research from IBM indicates that enterprises that deploy over 50

cybersecurity tools rank themselves 8 percent lower in their ability to detect threats, and 7 percent



lower in their defensive capabilities than other companies using fewer tools. IBM’s research states
that, on average, enterprises maintain 45 cybersecurity tools and that bridging the gap that exists in
planning and incident response testing should be the focus for enterprises that need to improve their
defense posture. Fortunately, during the COVID-19 pandemic, many enterprises adopted Cyber
Security Incident Response Plans (CSIRPs), which denotes an increase of 18 percent from five

years ago.

Patches and Updates

Apache Releases Security Advisory for Apache Tomcat

Microsoft Releases Security Updates for Windows 10, Windows Server

Palo Alto Releases Security Updates for PAN-OS

ICS-CERT Advisories

Delta Industrial Automation DOPSoft
ENTTEC Lighting Controllers

Mitsubishi Electric Factory Automation Engineering Software Products

Philips Ultrasound Systems

Rockwell FactoryTalk Services Platform XXE
Rockwell FactoryTalk View SE

We welcome your feedback.

Please click here to complete a brief survey and let us know how we're doing.

Receive this email from a friend or colleague and want to subscribe? Sign up here!
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National Capital Region Cyber Threat Spotlight

Valak Malware Targets Enterprise Networks

Researchers at Cisco Talos have identified threat actors distributing Valak malware worldwide via
malicious email campaigns. Valak is a modular information-stealer that threat actors have leveraged
to primarily target enterprises in the financial, manufacturing, health care, and insurance sectors and
is usually delivered via malicious spam email campaigns with an attached password-protected ZIP
archive. Threat actors use these ZIP archives as well as replies from existing email threads from
compromised accounts to appear legitimate and to avoid security applications. The ZIP archive
contains a malicious Microsoft Word attachment. The attachment urges recipients to click the
Enable Editing and Enable Content functions and, if clicked, a malicious macro will be enabled to
facilitate the delivery of Valak onto the victim's system. While the majority of these Valak malspam
campaigns target enterprise users there have been attempts to target personal accounts as well. The
NTIC Cyber Center recommends users remain vigilant for Valak email campaigns, avoid opening
and unexpected emails, and refrain from clicking on links or opening attachments from unknown

or untrusted sources. If you believe you have been infected with Valak notify your organization’s



IT security team immediately so they may contain and remediate the infection. Indicators of

compromise (1oCs) associated with this campaign are available in Cisco's report.

Federal Partner Announcement

FBI Sees Spike in Fraudulent Unemployment Insurance Claims Filed Using
Stolen Identities

The FBI has seen a spike in fraudulent unemployment insurance claims complaints related to the

ongoing COVID-19 pandemic involving the use of stolen personally identifiable information (PII).

US citizens from several states have been victimized by criminal actors impersonating the victims
and using the victims’ stolen identities to submit fraudulent unemployment insurance claims online.
The criminals obtain the stolen identity using a variety of techniques, including the online purchase
of stolen PII, previous data breaches, computer intrusions, cold-calling victims while using
impersonation scams, email phishing schemes, physical theft of data from individuals or third
parties, and from public websites and social media accounts, among other methods. Criminal actors
will use third parties or persuade individuals who are victims of other scams or frauds to transfer

fraudulent funds to accounts controlled by criminals.

Many victims of identity theft related to unemployment insurance claims do not know they have
been targeted until they try to file a claim for unemployment insurance benefits, receive a
notification from the state unemployment insurance agency, receive an IRS Form 1099-G showing
the benefits collected from unemployment insurance, or get notified by their employer that a claim

has been filed while the victim is still employed.

For more information, along with mitigation recommendations, please see the FBI's July 6, 2020

press release here.



Current and Emerging Cyber Threats

Cosmic Lynx BEC Cybercrime Group

Researchers at Agari discovered a Russian business email compromise (BEC) cybercrime
organization known as Cosmic Lynx. Operating undiscovered for at least a year, Cosmic Lynx has
been involved in over 200 BEC scams targeting executives in 46 countries. Cosmic Lynx conduct
sophisticated BEC campaigns as compared to other threat actors because they use professional
jargon and target organizations without DMARC policies that facilitate email authentication and
integrity. The NTIC Cyber Center recommends maintaining awareness of BEC schemes and
scrutinizing any financial request that includes a change in normal, expected procedures. We
highly recommend verifying all payment procedure changes with multiple people in your
organization and contacting the sender via another means of communication, such as a direct
phone call, to verify the legitimacy of the request. Additionally, we urge organizations to employ

technologies such as SPF, DKIM, and DMARC to facilitate email authentication and integrity.

Ransomware Roundup

Welcome to Ransomware Roundup, a feature in the NTIC Cyber Center's Weekly Cyber Threat
Bulletin where we shine a spotlight on new and emerging ransomware campaigns that put your
data at risk. Our goal is to keep you informed of the latest ransomware threats and provide
important information to help you thwart these types of attacks. To help improve your
organization's cybersecurity posture, we encourage you to download and review our free

Ransomware Mitigation and Cyber Incident Response Planning guides, available on our website.

Avaddon Ransomware Exploits Excel 4.0 Macros

Researchers at Microsoft Security Intelligence recently highlighted a malicious email campaign that
delivers Avaddon ransomware embedded in emails masquerading as official correspondence.
Primarily targeting users in Italy, threat actors are distributing Avaddon via phishing emails that
contain Microsoft documents embedded with a malicious Excel 4.0 macro. Once enabled, the
malicious macro delivers Avaddon directly to the system without the need of a separate downloader.
The NTIC Cyber Center recommends users remain vigilant for malicious emails disguised as
official correspondence, avoid opening unexpected emails, and refrain from clicking on links,
opening attachments, or enabling macros in documents from unknown or untrusted sources. If
you receive an email that you suspect may be malicious, notify your IT security team immediately.

Additionally, we recommend network administrators keep all systems and software up-to-date



with the latest security patches.

Try2Cry

A G DATA malware analyst has discovered a new ransomware variant dubbed “Try2Cry” that
compromises Windows devices by initially infecting a USB flash drive and leveraging files that
pose as shortcut links to the target’s files to infect victims. This campaign also uses the default
Windows icon folder and Arabic names as a lure, hoping to catch curious victims when the
ransomware makes copies of itself onto the USB. Once a system is infected, the ransomware
appends .7ry2Cry to the names of encrypted files. The malware used in this campaign is a .NET
ransomware with a variant of the open-source Stupid ransomware family that is commonly
associated with low-skilled malware engineers. Try2Cry can be decrypted without paying the

ransom. More information is available on BleepingComputer’s website.

Vulnerabilities

.NET Core

A researcher from Context Information Security discovered a vulnerability in .NET Core that allows
threat actors to launch malicious programs while evading detection from security applications. The
vulnerability is attributed to a path traversal bug in Microsoft’s .NET Core library, allowing
malicious garbage collection dynamic link libraries (DLLs) to be loaded by users with low
privileges. This bug affects the latest stable release of .NET Core and a patch or workaround is
currently not available. Microsoft does not categorize this flaw as vulnerability as threat actors
would need to have the ability the set environmental variables on a compromised system. The NTIC
Cyber Center recommends system administrators immediately use official patches and
workarounds if and when they become available. If you believe your system has been

compromised, notify your organization’s IT security team immediately.

Exposed Printer IPP Ports

Security researchers have been investigating an Internet Printing Protocol (IPP) exposure of an
estimated 650,000 -700,000 printers leaking device names, locations, models, firmware versions,
organization names, and WiFi SSIDs daily. IPP is a secure printing communication protocol that
supports advanced features like access control lists, authentication, and encrypted communications;
however, the device owner must implement these features or risk threat actors obtaining this
information through reconnaissance efforts. The information leaked from an exposed IPP port

(TCP/631) can be used by threat actors to search through enterprise networks for future attacks. The



NTIC Cyber center recommends that printe