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Semiannual Report No. 28

THE INSPECTOR GENERAL'S
MESSAGE TO THE BOARD

JANUARY 1, 2021 - JUNE 30, 2021

In spite of the extraordinary challenges created by the pandemic and the impact it
has had on the Washington Metropolitan Area Transit Authority (WMATA) and
our region as a whole, | am thankful that my staff quickly adapted as events
unfolded and the oversight responsibilities of the WMATA Office of Inspector

General (OIG) were never compromised.

Geoffrey A. Cherrington,
Inspector General

Once again, | am pleased to present this Semiannual Report on the activities and
accomplishments of the WMATA OIG from January 1, 2021 to June 30, 2021, marking this the OIG's
third Semiannual Report released during the COVID pandemic.

Organizationally, WMATA's challenges during the pandemic have been many. Protecting the public and
their staff has been, collectively, the greatest priority. Economically, reduced ridership was a crippling
blow, but WMATA is working hard to incentivize riders back into the Metro system. As WMATA
adapted, so did my staff by remaining committed to detecting inefficiencies, both small and large, in
order to minimize fraud, waste, and abuse at WMATA. We are grateful for the opportunity to ensure
WMATA is not only operating efficiently, but also as an accessible, inclusive, and safe space for
customers and employees alike.

| would also like to welcome our two new members of the WMATA Board of Directors who joined us
this reporting period. |, along with my staff, look forward to working together.

During the six months covered by this report, OIG investigative work resulted in three reports of
Investigation (ROI), one Management Alert, one Management Assistance Report, and three Special
Project Reports. OIG audit work identified weaknesses in WMATA’s improper payment program. A
report recommended that WMATA establish a comprehensive program to identify improper payments
to vendors, as it is a steward of significant public resources. In addition, OIG issued the Audit of
WMATA's SmarTrip Regional Partner Comparative Billing Statements for FYs 2019 and 2020 and
WMATA's Single Audit for FY2020. We continue to focus our efforts on procurement fraud by
conducting contract audits and during this period we issued 24 contract audit reports and two Buy
America Act audit reports, identifying $800,000 in possible savings which WMATA desperately needs
during this time of financial uncertainty. As part of our dedication to the Federal Transit
Administration’s Buy America requirements, we sent an audit team to the bus manufacturing plant to
inspect and ensure this mandate was followed. The two audit reports showed the manufacturer was in
compliance with FTA regulations.
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OIG strives to maintain the highest possible standards of professionalism and quality in investigations,
evaluations, inspections, and audits. | would like to commend our dedicated and professional staff for
their diligence and commitment to the mission of this office.

Finally, I would like to thank WMATA management and their staff for the collaborative efforts in
implementing recommended corrective actions in a timely manner.

Geoffrey A. Cherrington
Inspector General
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OVERVIEW OF OIG

BACKGROUND

The Board of Directors established OIG by Resolution 2006-18, approved April 20, 2006. On August
19, 2009, the WMATA Compact was amended to recognize OIG by statute and to make the Inspector
General an officer of WMATA. The Inspector General reports to the Board.

MISSION STATEMENT

Under the WMATA Compact OIG is “an independent and objective unit of the Authority that conducts
and supervises audits, program evaluations, and investigations relating to Authority activities;
promotes economy, efficiency, and effectiveness in Authority activities; detects and prevents fraud
and abuse in Authority activities; and keeps the Board fully and currently informed about deficiencies
in Authority activities as well as the necessity for and progress of corrective action.” We provide
advice to the Board and General Manager/Chief Executive Officer (GM/CEQ) to assist in achieving the
highest levels of program and operational performance at WMATA.

OUR CORE VALUES

Excellence - We are committed to excellence in our people, our processes, our products, our impact,
and in the performance of our mission.
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* We value a diverse, educated, and highly trained workforce that reflects independence,
initiative, and mutual respect.

* We value operating within an objective code of standards yet remain open to innovation.

e We support WMATA’s mission to provide safe, equitable, reliable, and cost-effective public
transit.

Accountability - We insist on high standards of professional conduct from OIG employees at all levels
and compliance with professional standards to ensure the Board and management can rely on our
products.
¢ We have confidence in the accuracy of our work and that our results hold up to professional
scrutiny.

* We encourage an environment of risk-free communication and promote an open, honest,
and respectful exchange of ideas and information.

Integrity - We strive to maintain the highest level of trust and integrity in all of our activities, and the
approach we take in accomplishing our mission must reflect fairness, balance, and credibility.
* The personal and professional qualities of our employees include honesty, respect for
others, and freedom from bias.

e We value and protect our access to information recognizing that reputations, public
confidence, and lives can be affected by our actions.
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OIG STAFF

OIG is made up of two offices - Investigations and Special Projects (Ol) and Audits and Evaluations
(OA).

OFFICE OF INVESTIGATIONS & SPECIAL PROJECTS

Ol focuses on three areas: Investigations, Special Projects, and Cybersecurity/Data Analytics. Ol is
comprised of staff who have extensive law enforcement experience at the local, state, and federal
levels. Collectively, its staff has more than 300 years of law enforcement experience in conducting
fraud, financial, administrative, police misconduct, and myriad economic and general crime
investigations. Many of the staff have served in executive level positions where they managed a
variety of investigations, both domestic and international. They have received extensive training in
law enforcement investigative techniques from federal law enforcement agencies such as the Federal
Law Enforcement Training Center, Military Criminal Investigative Academies, the Federal Bureau of
Investigation, the Internal Revenue Service, as well as local police academies and private institutions.
All of them have college degrees; several have Master and Juris Doctor degrees. Many staff members
are Certified Fraud Examiners.

Investigations

Ol conducts criminal, civil, and administrative investigations relating to WMATA activities, programs,
and operations. Investigations can lead to criminal prosecution, civil penalties, disciplinary action,
and/or administrative action. Ol also manages the OIG Hotline, including the intake of complaints and
determining the appropriate handling of those complaints. Complaints may be investigated by Ol or
referred to management, to OA for audit consideration, or to another agency, as appropriate. Ol also
aggressively pursues proactive investigations through data analysis, recruiting confidential
informants, and mining financial information to detect evidence of wrongdoing. Ol reports to the
WMATA Board of Directors on a regular basis regarding these activities.

Ol also investigates Whistleblower retaliation complaints. Ol makes quarterly reports to the Board
regarding Whistleblower complaints and outcomes or litigation that relate to any protected activity
or prohibited personnel practices.

Special Projects

Special Projects provides a range of specialized services and products, including quick reaction
reviews, onsite inspections, and in-depth evaluations of a major departmental function, activity, or
program.
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These products include:

. Factual and analytical information;

. Monitoring compliance;

J Measuring performance;

J Assessing the effectiveness and efficiency of programs and operations;
J Sharing best practices; and

. Inquiring into allegations of fraud, waste, abuse, and mismanagement.

Evaluations often result in recommendations to streamline operations, enhance data quality, and
minimize inefficient and ineffective procedures.

Cybercrimes and Data Analytics

The Ol Cybercrimes and Data Analytics Unit manages OIG’s information technology, cyber, forensics,
and data analytics programs. Its primary function is to provide investigative support and coordination
to OIG investigations and audits. The unit’s members also serve as subject experts on matters under
their purview such as digital forensic analysis, cyber incident response protocols, and the use of data
analytics as a way to uncover fraud and misconduct in WMATA programs and activities. In addition,
since OIG is responsible for investigating cybercrimes that affect WMATA programs and operations,
OIG coordinates with the Chief Information Officer (ClO), the Chief Information Security Officer
(CISO), and all appropriate Information Technology (IT) staff.

OFFICE OF AUDITS

OA is comprised of two teams: the financial and contract audit team, and the information technology
and administration audit team. OIG audits provide independent assessments of WMATA programs
and operations that help to reduce waste, abuse, and mismanagement and to promote economy and
efficiency. OIG also oversees audit work done by outside audit firms on behalf of OIG. Our staff is
comprised of auditors with educational backgrounds and degrees in accounting, finance, and
information systems. Most of the staff have professional certifications as accountants, internal
auditors, fraud examiners, and information systems auditors.

Each July, OIG issues an Annual Audit Plan that summarizes the audits planned for the coming fiscal
year. OIG seeks management input from the GM/CEOQ and his staff as a part of the planning phase.
Unanticipated high-priority issues may arise that generate audits not listed in the Annual Audit Plan.
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BACKGROUND

During this reporting period, Ol conducted both criminal and administrative investigations involving
allegations of wrongdoing. Several of these investigations involved potential criminal activity. OIG
Special Agents and Investigators worked closely with federal, state, and local law enforcement
agencies and prosecutors to pursue criminal charges when appropriate. During this reporting period,
Ol issued numerous subpoenas related to ongoing investigations. To ensure the confidentiality and
integrity of sensitive information, only a summary of the variety of complaints and investigations
conducted is provided in this report.

OIG HOTLINE ACTIVITY

The OIG Hotline receives information from WMATA employees, customers, vendors, and the general
public. It is an important avenue for reporting criminal and other misconduct. Ol staff review the
hotline information received to evaluate the need for OIG investigative action or referral to an
outside agency or internal WMATA office for appropriate review and action. Tables 1-4, below,
provide an overview of the number of complaints received, dispositions, sources of complaints, and
Whistleblower activity. Due to reduced ridership from the COVID-19 pandemic, complaints received
during this reporting period are significantly lower than previous reporting periods.
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Table 1: Hotline Complaint Summary

Complaint Type No.
Complaints Received 135
e Investigations Initiated from Complaints 11
e Open 9
e Referred to Management or Other Entity 65
e Closed No OIG Action 50
e Investigations Closed? 4

Table 2: Source of Complaints Received

Management
Request/Referral
/ 7%
Self-Initiated
</ 4%

E———————

UsS Mail
3%

In Person
2%

External Agency
Request/Referral
1%

Includes investigations from prior reporting periods

Page | 8




Semiannual Report No. 28

EMPREL/LABR Concern
Request for Information
Harassment/Hostile Environment
Safety Issue

SmarTrip Card Issue

Customer Complaint
Retaliation

Bus Operator Complaint
Procurement Fraud

Waste

Customer - Lost Item
Notification Only - No Action by OIG
Administrative Violation
Conflict of Interest
Misconduct

Payroll Issue

Risk Issue

Service Reliability

Custodial Concern

Fare Evasion

Maintenance Concern

Metro Access

MTPD Complaint

PARP Request
Phishing/Online Fraud
Time/Attendance

Worker's Compensation Fraud
Fraud

Purchase Card Violation

Theft

Whistleblower Retaliation

Table 3: Categories of Complaints Received
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S
=
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Table 7: Contract and Buy America Audit Reports

Consultant Services”

Report Number Report Title Date Issued

CAM 21-013 Independent Review of Proposed Rates for Contract FQ18033, General 1/04/2021
Architectural and Engineering Consultant Services — Program
Management, Construction Management, and Engineering Support
Services IDIQ

CAM 21-014 Independent Review of Proposed Rates for Contract FQ18033, A&E 1/12/2021
Consultant Services, IDIQ

CAM 21-015 Independent Review of Pre-Award for Contract C20145, Regional Call 1/22/2021
Service Center

CAA 21-008 Independent Review of Proposal Cost for Contract No. CQ19222/JJH, Zero 2/03/2021
Base Budget

CAM 21-016 Independent Review of Proposed Rates for Contract FQ15192, General 2/05/2021
Architectural and Engineering Consultant Services — Systems IDIQ

CAA 21-009 Independent Review of Post-Delivery Buy America Audit for Contract 3/03/2021
FQ18001, Option 2, 40ft Lower-Floor Clean Diesel (40XD) and 60ft Lower-
Floor Clean Diesel Articulated (60XD) Heavy-Duty Transit pilot buses

CAA 21-010 Independent Review of Price Proposal for Contract No. F20155, Bus 3/16/2021
Polycarbonate Window Replacement Program

CAM 21-017 Independent Review of Pre-Award for Contract FQ19218, “AC Switchgear 4/02/2021
Room Rehabilitation Nine Stations”

CAA 21-011 Independent Review of Pre-Award Buy America Audit for Contract 4/09/2021
FQ18001, Option 3, 100 40ft Lower-Floor Clean Diesel Heavy-Duty Transit
Buses

CAM 21-018 Independent Review of Proposed Rates for Contract FQ18033, A&E 4/22/2021
Consultant Services — PM/CM and New Design GEC

CAM 21-019 Independent Review of Proposed Rates for Contract FQ18033, A&E 4/29/2021
Consultant Services, IDIQ

CAM 21-020 Independent Review of Proposed Rates for Contract FQ15192, General 4/29/2021
Architectural and Engineering Consultant Services — Systems IDIQ

CAM 21-021 Independent Review of Pre-Award for Contract No. FIRPG211113, 5/10/2021
“Structural Project A”

CAM 21-022 Independent Review of Proposed Rates for Contract No. FQ18033, A&E 5/14/2021
Consultant Services — PM/CM IDIQ,

CAM 21-023 Independent Review of Pre-Award for Contract FQ19151, “Rehabilitation 5/14/2021
of WMATA Parking Garages — 5 Locations Addison, Anacostia, Wheaton,
New Carrollton and Huntington”

CAM 21-024 Independent Review of Proposed Rates for Contract FQ18033, A&E 5/18/2021
Consultant Services, IDIQ

CAM 21-025 Independent Review of Pre-Award for Contract 5/18/2021
FLAND211142/CLAND21020/LP, “Parking Facilities Preventive
Maintenance Services”

CAM 21-026 Independent Review of Proposed Rates for Contract FQ15192, “A&E 5/20/2021
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Report Number Report Title Date Issued

CAM 21-027 Independent Review of Pre-Award for Contract 5/28/2021
FLAND211142/CLAND21020/LP, “Parking Facilities Preventive
Maintenance Services”

CAM 21-028 Independent Review of Proposed Rates for Contract FQ18033, General 6/04/2021
Architectural and Engineering Consultant Services — Program

Management, Construction Management, and Engineering Support
Services IDIQ

CAM 21-029 Independent Review of Pre-Award for Contract C20050/CCMNT20041, “7K 6/10/2021
Maintenance Parts”

CAM 21-030 Independent Review of Proposed Rates for Contract FQ19172, New Design 6/10/2021
GEC

CAM 21-031 Independent Review of Proposed Rates for Contract FQ18033, A&E 6/10/2021
Consultant Services — PM/CM

CAM 21-032 Independent Review of Proposed Rates for Contract FQ18033, General 6/17/2021

Architectural and Engineering Consultant Services — Program
Management, Construction Management, and Engineering Support
Services IDIQ

CAM 21-033 Independent Review of Pre-Award for Contract No. FIRPG211121, Station 6/30/2021
Platform Rehabilitation Program Contract 4
CAM 21-034 Independent Review of Pre-Award for Contract No. FIRPG21117, Yellow 6/30/2021

Line Tunnel Rehabilitation - CMAR

AUDIT SUMMARIES
Audit of WMATA’s SmarTrip Regional Partner Comparative Billing Statements for FYs

2019 and 2020.

WMATA Strategic Goal: Ensure financial stability and invest
in our people and assets.

WMATA has a funding agreement with ten local jurisdictions
(the Participating Jurisdictions) to provide a seamless
regional system for transit fare collections for both the
service areas of the Authority and the Maryland

Transportation Administration using smart card technology.
WMATA and the Participating Jurisdictions have agreed to fund their share of the operating expenses
of the SmarTrip system. The agreement defines the regionally shared operating expenses, allocation
methods, and funding requirements.

Page | 15



Semiannual Report No. 28

Each year, WMATA is required to prepare SmarTrip Regional Partner Comparative Billing Statements
to provide an allocation of the actual operating expenses incurred for the Regional SmarTrip Program
for each of the Participating Jurisdictions for the current and prior fiscal years ended June 30. The
actual operating expenses incurred and the allocation to each Participating Jurisdiction are audited at
the end of each fiscal year.

The objective of this audit was to express an opinion on WMATA’s SmarTrip Regional Partner
Comparative Billing Statements for FYs 2020 and 2019.

Audit Results: RSM US LLP conducted the audit on behalf of OIG. In January 2021, RSM issued the
report - SmarTrip Regional Partner Comparative Billing Statements for the Fiscal Years Ended June 30,
2019 and 2020. WMATA received an unmodified “clean” opinion on the report. Read the report

here.

WMATA'’s Single Audit for FY 2020
WMATA Strategic Goal: Ensure financial stability and invest in our people and assets.

The WMATA Compact, Section 70, states that an audit shall be

made of the financial accounts of the Authority, shall be prepared

in accordance with generally accepted auditing principles, and shall

be filed with the Chairman and other officers as the Board shall

direct. The Board, through the adoption of Board Resolution 2006-

18, established OIG’s responsibility for the supervision of WMATA's \
annual independent audit of financial statements.

The objective of a Single Audit is to ensure a recipient of federal funds is in compliance with the
federal program’s requirements for how the money can be used. An audit includes examining, on a
test basis, evidence supporting the amounts and disclosures in the Single Audit.

Audit Results:
e Internal Controls over Financial Reporting: Unmodified opinion
e Internal Controls over Compliance: No findings
e Compliance and other matters: No findings

Read the report here.
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Review of WMATA's Improper Payments

WMATA Strategic Goal: Ensure financial stability and invest in our people and assets.

Broadly defined, improper payments are those made for the wrong amount, to the wrong entity, or
for the wrong reason. A comprehensive improper payments program would ensure that WMATA has
a defined proactive process to safeguard its resources against future improper payments and to
recover funds when improper payments occur.

The audit objective was to determine whether WMATA appropriately monitors disbursements.

Review Results: While WMATA has disbursement controls to prevent improper payments, it has not
established a comprehensive improper payment program. For example, WMATA has not:

e |dentified WMATA transactions that can be susceptible to improper payments;

e Performed an improper payment risk assessment;

e Designed controls to detect and reduce improper payments;

e Utilized data analytics tools such as the “DNP” Portal, as a detective internal control, to help
ensure payments were appropriate; and

e Reported improper payment metrics to WMATA leadership.

This condition occurred because WMATA does not have a WMATA-specific requirement for
identifying and reducing improper payments. OIG recommended that WMATA establish a
comprehensive program as it is a steward of significant public resources.

WMATA management concurred with the finding and recommendation and is in the process of
implementing the recommendation. Read the report here.

Table 5: OIG Audits and Other Reports

Report Number Report Title Date Issued

i

0IG 21-03 Audit of WMATA’s SmarTrip Regional Partner Comparative Billing Statements for FYs 2/25/21
2020 and 2019

0OIG 21-04 WMATA'’s Single Audit for FY 2020 2/25/21

0IG 21-05 Review of WMATA’s Improper Payments 6/28/21
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AUDITS & REVIEWS IN PROGRESS

Audit of WMATA’s Cloud Computing Strategy

WMATA Strategic Goal: Meet or exceed customer expectations by consistently delivering quality
service.

Cloud computing provides on-demand access to a shared pool of computing resources. The adoption
of cloud computing has become mainstream by large enterprises because it provides benefits such
as: (1) potential cost savings, (2) improved delivery, (3) ease of scalability and procurement
efficiencies, as well as (4) operational efficiencies and security. WMATA has a limited presence in the
cloud computing environment.

The objective of the audit is to assess the strategy and plan for migrating applications to the cloud.

Audit of WMATA’s COVID-19 Emergency Procurements
WMATA Strategic Goal: Ensure financial stability and invest in our people and assets.

Health concerns, confinement measures, and border closures adopted in the wake of the COVID-19
crisis have caused severe disruption in the supply and distribution chain of goods and services that
the public sector needs. At the same time, public buyers around the world need goods urgently and
at dramatically increased volumes. In particular, the demand for employee and passenger safety
materials (e.g., face masks, protective gloves, cleaning supplies) has massively surged.

The audit objective is to determine if COVID-19
emergency procurements were justified and
complied with regulations.

Review of WMATA's Electrification of Buses
WMATA Strategic Goal: Meet or exceed customer
expectations by consistently delivering quality
service.

WMATA operates a fleet of almost 1,600 buses serving neighborhoods and business districts across
hundreds of square miles. With nearly 400,000 daily riders (pre-pandemic), Metrobus is crucial to the
mobility, prosperity, and livability of citizens in the national capital region.

The objective of the audit is to assess the zero-emission bus fleet modernization program.
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Audit of Control and Accountability of Fuel
WMATA Strategic Goal: Ensure financial stability and invest in our people and assets.

WMATA manages over 1,500 non-revenue vehicles and spends about $1.2 million on

fuel each year. The audit will examine fuel purchases to ensure fuel for WMATA _
vehicles is being properly used and accounted for. Topics will include the cost of fuel and whether
bulk discounts are being provided. Because this is a high value asset susceptible to theft, control and
accountability are essential.

The audit objective is to determine whether WMATA has adequate controls and accountability of
fuel.

Audit of WMATA'’s Defined Benefit Pension Plans
WMATA Strategic Goal: Ensure financial stability and invest in our people and assets.

WMATA has five defined benefit pension plans, three of which are still
open to new participants of certain unions. WMATA employees were
eligible to join the various closed plans based on their union
representation or lack thereof. At the end of FY 2019, there were
18,970 participants in these plans. The total pension liability was $5.1
billion of which $837 million was unfunded. In FY 2019, $285 million in
benefit payments were made to retirees. These pension plans are governed by their own Boards of

Trustees, which are comprised of members designated by WMATA management and Union
management or elected by plan participants.

The audit objective is to assess the effectiveness of the pension program oversight.

Audit of Health and Welfare Funds (L689 & L922)
WMATA Strategic Goal: Ensure financial stability and invest in our people and assets.

The Health & Welfare Funds support plans that offer members of unions e
L689 and L922 a comprehensive package of benefits including medical, W
prescription drug, dental, vision, life and accident, and long-term and 4

short-term disability insurance. In FY 2019, WMATA paid approximately
$236.7 million for these benefits to 11,508 employees.

The Health and Welfare Plans are governed by their own Boards of Trustees, which are comprised of
members designated by WMATA management and Union management.

The audit will assess the effectiveness of oversight of the funds.
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Audit of WMATA'’s Mission Critical Legacy Systems
WMATA Strategic Goal: Ensure financial stability and invest in our people and assets.

Modern IT infrastructures are core components of many small, medium, and large enterprises. As
technology quickly evolves, it is important for enterprises to implement, maintain, and utilize up-to-
date systems. However, systems in use often become outdated and fall under the category of legacy
systems. Such hardware and software legacy systems are often critical systems needed for the
enterprise’s core, daily operations. It is necessary to identify existing legacy systems that an
enterprise uses, and to determine if, and how, the legacy systems should be upgraded.

The audit will: (1) identify the mission critical legacy systems, (2) determine if plans exist to
modernize and update these systems, and (3) determine the adequacy of the modernization plans.

CORRECTIVE ACTIONS ON AUDIT RECOMMENDATIONS

OIG tracks and documents the status of audit recommendations and WMATA corrective action plans.

Positive change results from the process in which management acts to improve operations based on
the recommendations in the published audit report. Management actions are monitored until final
action is taken on all recommendations. Listed below are recommendations issued more than 2
months ago that are still outstanding. In every case, management’s ongoing actions will correct the
deficiency identified during the audit.

Table 6: Recommendations Described in Previous Semiannual Reports on Which Corrective Action
Has Not Been Completed as of June 30, 2021

Number of Latest Target Date (Per
Report Number Report Title Date Issued Recommendations WMATA Corrective
Open | Complete Action Plan)

OIG 19-08  |Audit of Cybersecurity Requirements | 03/05/2019 1 5 09/30/21

in WMATA's Procurements
0IG 19-10  |Audit of WMATA’s End-of-Service 05/01/2019 3 3 09/01/22

Life Operating System Software
0I1G-19-11  |Audit of WMATA's Software Asset 06/19/2019 1 0 06/30/22

Management Program

Audit of the Replacement of
0I1G 21-01 . . 11/16/2020 6 3 12/31/21
WMATA’s Remote Terminal Units

Review of WMATA's Improper
0OIG 21-05 06/28/2021 1 0 06/30/22
Payments
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REPORT FRAUD, WASTE, OR ABUSE
]

Please Contact:
Email:
Telephone:

Address:

hotline@wmataoig.gov
1-888-234-2374

WMATA

Office of Inspector General

Hotline Program

500 L’Enfant Plaza, S.W., Suite 800
Washington, D.C. 20024
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INFORMATION ON WMATA OFFICE OF INSPECTOR GENERAL
INVESTIGATIONS, SPECIAL PROJECTS, AUDITS AND EVALUATIONS

JULY 1, 2021 TO FEBRUARY 18, 2022

OVERVIEW OF OIG

BACKGROUND

The Board of Directors established OIG by Resolution 2006-18,
approved April 20, 2006. On August 19, 2009, the WMATA Compact
was amended to codify OIG by statute and to make the Inspector
General an officer of WMATA. The Inspector General reports to the
Board.

MISSION STATEMENT

Under the WMATA Compact OIG is “an independent and objective unit
of the Authority that conducts and supervises audits, program
evaluations, and investigations relating to Authority activities;
promotes economy, efficiency, and effectiveness in Authority activities;
detects and prevents fraud and abuse in Authority activities; and keeps
the Board fully and currently informed about deficiencies in Authority
activities as well as the necessity for and progress of corrective action.”
We provide advice to the Board and General Manager/Chief Executive
Officer (GM/CEO) to assist in achieving the highest levels of program

and operational performance at WMATA.




OUR CORE VALUES

Excellence

We are committed to excellence in our people, our processes, our products, our impact, and in the
performance of our mission.

We value a diverse, educated, and highly trained workforce that reflects independence, initiative, and mutual
respect.

We value operating within an objective code of standards yet remain open to innovation.

We support WMATA’s mission to provide safe, equitable, reliable, and cost-effective public transit.

Accountability
We insist on high standards of professional conduct from OIG employees at all levels and compliance with
professional standards to ensure the Board and management can rely on our products.

We have confidence in the accuracy of our work and that our results hold up to professional scrutiny.

We encourage an environment of risk-free communication and promote an open, honest, and respectful exchange
of ideas and information.

Integrity
We strive to maintain the highest level of trust and integrity in all of our activities, and the approach we take
in accomplishing our mission must reflect fairness, balance, and credibility.

The personal and professional qualities of our employees include honesty, respect for others, and freedom from
bias.

We value and protect our access to information recognizing that reputations, public confidence, and lives can be
affected by our actions.
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OFFICE OF INVESTIGATIONS &
SPECIAL PROJECTS

OIG is comprised of two offices - Investigations and Special Projects (Ol) and Audits and Evaluations (OA).

Ol focuses on three areas: Investigations, Special Projects, and Cybersecurity/Data Analytics. Ol is comprised
of staff who have extensive law enforcement experience at the local, state, and federal levels. Collectively, its
staff has more than 300 years of law enforcement experience in conducting fraud, financial, administrative,
police misconduct, and myriad economic and general crime investigations. Many of the staff have served in
executive level positions where they managed a variety of investigations, both domestic and international.
They have received extensive training in law enforcement investigative techniques from the Federal Law
Enforcement Training Center, Military Criminal Investigative Academies, the Federal Bureau of Investigation,
the Internal Revenue Service, as well as local police academies and private institutions. All of them have
college degrees; several have Master and Juris Doctor degrees. Many staff members are Certified Fraud
Examiners.

Investigations
Ol conducts criminal, civil, and administrative investigations relating to WMATA activities, programs, and

operations. Investigations can lead to criminal prosecution, civil penalties, disciplinary action, and/or
administrative action. Ol also manages the OIG Hotline, including the intake of complaints and determining
the appropriate handling of those complaints. Complaints may be investigated by Ol or referred to
management, to OA for audit consideration, or to another agency, as appropriate. Ol also aggressively pursues
proactive investigations through data analysis, recruiting confidential informants, and mining financial
information to detect evidence of wrongdoing. Ol reports to the WMATA Board of Directors on a regular basis
regarding these activities.

Ol also investigates Whistleblower retaliation complaints. Ol makes quarterly reports to the Board regarding
Whistleblower complaints and outcomes or litigation that relate to any protected activity or prohibited
personnel practices.

Special Projects
Special Projects provides a range of specialized services and products, including quick reaction reviews, onsite

inspections, and in-depth evaluations of a major departmental function, activity, or program.

These products include:

e Factual and analytical information;

¢ Monitoring compliance;

e Measuring performance;

e Assessing the effectiveness and efficiency of programs and operations;
e Sharing best practices; and

¢ Inquiring into allegations of fraud, waste, abuse, and mismanagement.
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Cybercrimes and Data Analytics

The Ol Cybercrimes and Data Analytics Unit manages OIG’s information technology, cyber, forensics, and data
analytics programs. Its primary function is to provide investigative support and coordination to OIG
investigations and audits. The unit’'s members also serve as subject experts on matters under their purview
such as digital forensic analysis, cyber incident response protocols, and the use of data analytics as a way to
uncover fraud and misconduct in WMATA programs and activities. In addition, since OIG is responsible for
investigating cybercrimes that affect WMATA programs and operations, OIG coordinates with the Chief
Information Officer, the Chief Information Security Officer, and all appropriate Information Technology (IT)
staff.

OFFICE OF AUDITS

OA is comprised of two teams: the financial and contract audit team, and the information technology and
administration audit team. OIG audits provide independent assessments of WMATA programs and operations
that help to reduce waste, abuse, and mismanagement and to promote economy and efficiency. OIG also
oversees audit work conducted by outside audit firms on behalf of OIG. Our staff is comprised of auditors with
educational backgrounds and degrees in accounting, finance, and information systems. Most of the staff have
professional certifications as accountants, internal auditors, fraud examiners, and information systems
auditors.

Each July, OIG issues an Annual Audit Plan that summarizes the audits planned for the coming fiscal year. OIG
seeks management input from the GM/CEO and his staff as a part of the planning phase. Unanticipated high-
priority issues may arise that generate audits not listed in the Annual Audit Plan.

OIG ORGANIZATIONAL CHART

Inspector General

Office of
Investigations &
Special Projects

Office of Audits &
Evaluations

|
[

Financial & Information
. Technology & Investigations Special Projects Cybersecurity/Data
Contract Audit - . -
Administration Team Team Analytics Team

Team

Audit Team
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INVESTIGATIONS &
SPECIAL PROJECTS

BACKGROUND

During this reporting period, Ol conducted both criminal and
administrative investigations involving allegations of wrongdoing.
Several of these investigations involved potential criminal activity. OIG
Special Agents and Investigators worked closely with federal, state, and
local law enforcement agencies and prosecutors to pursue criminal
charges when appropriate. During this reporting period, Ol issued
numerous subpoenas related to ongoing investigations. To ensure the
confidentiality and integrity of sensitive information, only a summary
of the variety of complaints and investigations conducted is provided in
this report.

REPORTS OF INVESTIGATION

Handicap Placards
OIG initiated an investigation alleging WMATA employees were

misusing disability placards (placards) in the vicinity of Western
Metrobus Division. Specifically, the complaint alleged that a large
number of WMATA employees without a legitimate need for a parking
accommodation utilized placards in their vehicles solely to obtain free
parking in close proximity to their work locations. The OIG
investigation revealed similar activity at the Montgomery Metrobus
Division.

The OIG investigation revealed that 46 employees repeatedly used
placards not issued to them or any passengers of their vehicles at the
time of use, in direct violation of District of Columbia Municipal
Regulations §18-2718 (Vehicles parked at Western Metrobus Division)
and Maryland Code, Transportation §13- 616.1(h)(2) (Vehicles parked
at Montgomery Metrobus Division). The employees’ conduct also
violated the WMATA Bus Service Employee Rulebook’s rule of conduct
that states, “Employees shall not engage in immoral, indecent, or
unlawful conduct while on or off duty; or about Authority premises.”



All 46 employees were informed of the regulations and codes governing the possession and usage of placards
during their interviews with OIG. Four employees voluntarily surrendered their placards to OIG. An additional
30 employees told OIG that they were no longer in possession of the placards stating they were returned, lost,
stolen, or discarded at the time of their interviews. With respect to the remaining 12 employees, they
provided OIG various reasonable justifications for why the placards should remain in their possession and any
remaining placards were not surrendered.

Unauthorized and Unsafe Use of Cell Phone

During the course of an ongoing investigation, OIG obtained an audio recording in which a WMATA Train
Operator, Office of Rail Transportation, was speaking by phone with a financial claims representative
regarding a personal matter while operating an in-service train. As a safety concern and violation of multiple
WMATA policies, OIG reported the matter to Management for immediate review and action.

Unauthorized Recording
OIG received a complaint containing electronic audio files from a WMATA employee in which he

surreptitiously recorded his conversations with managers within WMATA’s Office of Bus Transportation
(BTRA). The employee’s complaint involved human resource matters outside the purview of OIG. The
recordings, however, appeared to have been made unlawfully. Under Maryland criminal law, the employee’s
recording of BTRA managers without their consent could constitute a criminal violation. Accordingly, OIG
investigated the matter. OIG’s investigation found sufficient evidence to substantiate that at least two
recordings were made by the employee without consent from the BTRA managers at the WMATA Bus
Division in Landover, Maryland.

OIG also determined there are no apparent WMATA policies, staff notices, or guidelines expressly delineating
jurisdictional consent laws and potential legal consequences for WMATA employees engaging in non-
consensual recordings.

SPECIAL PROJECT REPORTS

MTPD Promotional Practices "
OIG reviewed MTPD’s promotions to the rank of ' ‘

captain between 2017 and 2020. OIG found MTPD
made noncompetitive appointments which were

inconsistent with its General Order (GO) regarding
promotional practices and WMATA’s Policy
Instruction (P/I) 7.2.2/1. MTPD used acting
assignments to appoint certain employees without
proactive recruitment to fill the vacant position.
MTPD failed to communicate such opportunities for
promotional advancement to all eligible employees,

creating a lack of transparency in the process. o =L
In addition, those promotions did not include a review process by the Office of Equal Employment
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Opportunity (OEEQ), the Chief Human Capital Officer, or the GM/CEO for approval as required by WMATA P/I
7.2.2/1. MTPD’s GO regarding promotions does authorize the Chief of Police to modify the GO so long as it
remains consistent with WMATA P/17.2.2/1, which is the overarching policy. Further, MTPD has notupdated
its GO since November 2011, despite a revision scheduled in November 2012.

During the review, OIG learned of an investigation by OEEO regarding a complaint of discrimination involving
MTPD’s promotional practice. OEEO investigated the complaint and issued its final report in October 2020,
without finding any discrimination. However, OEEO recommended MTPD take certain corrective action to
improve its promotional practices. OIG found that MTPD has not yet taken corrective action regarding its
promotional process as recommended by OEEO.

COVID Response
At the request of the WMATA Board of Directors, OIG reviewed WMATA'’s Coronavirus (COVID-19) response

related to its social distancing efforts. In developing this report, OIG conducted interviews with WMATA
senior managers and staff; researched Centers for Disease Control and Prevention guidelines as well as
federal, state, and local guidance and protocols; gathered information from WMATA, the American Public
Transportation Association, and other public sources; and benchmarked other transit agencies.

MANAGEMENT ALERT

OIG issued a Management Alert to elevate concerns regarding the integrity of the procurement process for a
federally funded contract, COVID-19 Management Response Support. OIG obtained and verified evidence
that multiple vendors who submitted bids for consideration on this contract were provided insider
information and internal WMATA solicitation documents before the public release of the solicitation.

‘Customer infos (204) BTN St
TTY Prions; (202) 633-3780
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I
HOTLINE ACTIVITY

The OIG Hotline receives information from WMATA employees, customers, vendors, and the general public.
It is an important avenue for reporting criminal and other misconduct. Ol staff review the hotline
information received to evaluate the need for OIG investigative action or referral to an outside agency or
internal WMATA office for appropriate review and action. Tables 1-4, below, provide an overview of the
number of complaints received, dispositions, sources of complaints, and Whistleblower activity throughout
this reporting period. Due to reduced ridership from the COVID-19 pandemic, the volume of complaints
received during this reporting period are significantly lower than previous reporting periods.

TABLE 1: HOTLINE COMPLAINTS RECEIVED

Total Complaints Received 185
Investigations Initiated from Complaints 15
Open 13
Referred to Management or Other Entity 106
Closed No OIG Action 51
Investigations Closed!? 3

! Includes investigations from prior reporting periods.
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TABLE 2: SOURCES OF HOTLINE COMPLAINTS

Self-Initiated; 1 Soclal Media; 1 US Mail; 4

Management
Request/Referral; 10

Investigation; 2

External
Request/Referral; 1

Hotline Website; 15

Hotline Telephone; 42
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TABLE 3: CATEGORIES OF HOTLINE COMPLAINTS

Customer Complaint

Request for Information
Labor/Employee Relations Concern
SmarTrip Card Issue

Fare Evasion

Fraud

Harassment/Hostile Environment
Metro Access

Customer - Lost Item

Bus Operator Complaint

Ethics Violation

Procurement Fraud

Risk Issue

Misconduct

MTPD Complaint

Safety Issue

Administrative Violation
Time/Attendance

Waste

Conflict of Interest

Notification Only - No Action by OIG
Other

Retaliation

Station Manager Complaint
Theft

Worker's Compensation Fraud
Assist External Law Enforcement
Maintenance Concern

Service Reliability
Whistleblower Retaliation

Board Member

Payroll Issue

Phishing/Online Fraud

Purchase Card Violation
Workplace Violence

I 18
_________________________________________________________________Eub
I 14

I 10
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I 2
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I 2
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00 0 00 00

TABLE 4: WHISTLEBLOWER COMPLAINTS RECEIVED

Complaint Status

Total

Complaints Received

Investigations Initiated from Complaints
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23 AUDIT REPORTS
ISSUED

$13.1 million
IDENTIFIED IN
POSSIBLE SAVINGS
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AUDITS &
EVALUATIONS

BACKGROUND

Audit work focuses on areas of concern such as financial and IT security
and management; contracts; human capital; administrative issues; and
high-risk programs that impact the safe operation of the transit system.
During this reporting period, OIG issued 23 audit reports. An additional
nine performance and financial audits were in progress as of December
31, 2021.

PROCUREMENT & CONTRACT
AUDITS

OIG issued 21 contract audits and one Buy America audit that
identified $13.1 million in possible savings. Contract audits are
performed within their stated scope and objective(s) as agreed with
management. They can cover a broad range of financial and non-
financial subjects, which assist WMATA'’s procurement department in
their contract negotiation process. These audits may uncover fraud,
waste, and abuse or other procurement related issues. Because these
reports generally involve contractor proprietary information, the
reports are not posted on OIG’s website and are not publicly
distributed.



AUDIT SUMMARIES

Audit of WMATA’s Mission Critical Legacy Systems
WMATA Strategic Goal: Ensure financial stability and invest in our people and assets.

Modern IT infrastructures are core components of many small, medium, and large enterprises. As technology
quickly evolves, it is important for enterprises to implement, maintain, and utilize up-to-date systems.
However, systems in use often become outdated and fall under the category of legacy systems. Such hardware
and software legacy systems are often critical systems needed for an enterprise’s core, daily operations. It is
necessary to identify existing legacy systems that an enterprise uses, and to determine if, and how, the legacy
systems should be upgraded.

The audit determined whether WMATA has developed plans for modernizing or replacing legacy systems and
the adequacy of the modernization plans.

Review Results: WMATA had not developed or has incomplete modernization plans for six mission critical
systems sampled by OIG. These systems include train controls, rail yard, inventory, payroll, as well as train and
bus fare functions.

IT management stated this occurred because of unexpected events (e.g., COVID-19 and the Jackson Graham
Building fire) coupled with a reactive replacement process and resource challenges. The absence of
modernization plans could impact WMATA's ability to operate and meet system and mission requirements
effectively and efficiently.

0OIG recommended that WMATA develop and implement a comprehensive modernization and replacement
program for all mission critical legacy systems with the requisite funding.

AUDITS & REVIEWS IN PROGRESS

Audit of WMATA’s Cybersecurity Program
WMATA Strategic Goal: Build and maintain a premier safety culture and system.

According to the FBI, cyber threats have grown exponentially with nation state and cyber criminals increasing
the scale, scope, and level of sophistication of their cyber-attacks. The FBI reported that the number of cyber-
attack complaints is up to 4,000 per day, which represents a 400 percent increase from pre-pandemic levels.
Recent incidents include the SolarWinds hack that compromised hundreds of systems worldwide, and the
Colonial Pipeline incident that shut down the nation’s largest gas pipeline.

The objective of the audit is to assess the adequacy of WMATA’s cybersecurity program.

Page | 12



Audit of WMATA’s Cloud Computing Strategy
WMATA Strategic Goal: Meet or exceed customer expectations by consistently delivering quality service.

Cloud computing provides on-demand access to a shared pool of computing resources. The adoption of cloud
computing has become mainstream by large enterprises because it provides benefits such as: (1) potential
cost savings, (2) improved delivery, (3) ease of scalability and procurement efficiencies, as well as (4)
operational efficiencies and security. WMATA has a limited presence in the cloud computing environment.

The objective of the audit is to assess the strategy and plan for migrating applications to the cloud.

Review of WMATA’s Electrification of Buses
WMATA Strategic Goal: Meet or exceed customer expectations

by consistently delivering quality service.

WMATA operates a fleet of almost 1,600 buses serving
neighborhoods and business districts across hundreds of
square miles. With nearly 400,000 daily riders (pre-pandemic),
Metrobus is crucial to the mobility, prosperity, and livability of
citizens in the national capital region.

The objective of the audit is to assess the zero-emission bus fleet modernization program.

Audit of Control and Accountability of Fuel
WMATA Strategic Goal: Ensure financial stability and invest in our people and assets.

WMATA manages over 1,500 non-revenue vehicles and spends about $1.2 million on fuel each year. The audit
will examine fuel purchases to ensure fuel for WMATA vehicles is being properly used and accounted for.
Topics will include the cost of fuel and whether bulk discounts are being provided. Because this is a high value
asset susceptible to theft, control and accountability are essential.

The audit objective is to determine whether WMATA has adequate controls and accountability of fuel.

Audit of WMATA’s Defined Benefit Pension Plans
WMATA Strategic Goal: Ensure financial stability and invest in our people
and assets.

WMATA has five defined benefit pension plans, three of which are still
open to new participants of certain unions. WMATA employees were
eligible to join the various closed plans based on their union representation

or lack thereof.
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At the end of FY 2019, there were 18,970 participants in these plans. The total pension liability was $5.1 billion
of which $837 million was unfunded. In FY 2019, $285 million in benefit payments were made to retirees.
These pension plans are governed by their own Boards of Trustees, which are comprised of members
designated by WMATA management and Union management or elected by plan participants.

The audit objective is to assess the effectiveness of the pension program oversight.

Audit of Health and Welfare Funds (L689 & L922)
WMATA Strategic Goal: Ensure financial stability and invest in our people and assets.

The Health and Welfare Funds support plans that offer members of
unions L689 and L922 a comprehensive package of benefits including

medical, prescription drug, dental, vision, life and accident, and long-
term and short-term disability insurance. In FY 2019, WMATA paid
$236.7 million for these benefits to 11,508 employees.

The Health and Welfare Plans are governed by their own Boards of Trustees, which are comprised of members
designated by WMATA management and Union management.

The audit will assess the effectiveness of oversight of the funds.

Audit of WMATA’s Financial Statements for FY 2021
WMATA Strategic Goal: Ensure financial stability and invest in our people and assets.

The WMATA Compact, Section 70, states that an audit shall be made of the financial accounts of the
Authority, shall be prepared in accordance with generally accepted accounting principles, and shall be filed
with the Chairman and other officers as the Board shall direct. The Board, through the adoption of Board
Resolution 2006-18, established OIG’s responsibility for the supervision of WMATA's annual independent
audit of financial statements.

The objective of this audit is to:

Express opinions on the Authority’s financial statements,
Review compliance with applicable laws and regulations,
Review the controls in WMATA’s computer systems that are significant to the financial statements, and

Assess WMATA’s compliance with the Office of Management and Budget’s Uniform Guidance.
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WMATA’s Single Audit for FY 2021
WMATA Strategic Goal: Ensure financial stability and invest in our people
and assets.

The objective of a Single Audit is to ensure a recipient of federal funds is in
compliance with the federal program’s requirements for how the money

can be used. An audit includes examining, on a test basis, evidence \
supporting the amounts and disclosures in the Single Audit.

Audit of WMATA’s SmarTrip Regional Partner Comparative Billing

Statements for FYs 2020 and 2021
WMATA Strategic Goal: Ensure financial stability and invest in our people and assets.

WMATA has a funding agreement with ten local jurisdictions (the Participating Jurisdictions) to provide a
seamless regional system for transit fare collections for both the service areas of the Authority and the
Maryland Transportation Administration using smart card technology. WMATA and the Participating
Jurisdictions have agreed to fund their share of the operating expenses of the SmarTrip system. The
agreement defines the regionally shared operating

. . . | il
expenses, allocation methods, and funding requirements.

Each year, WMATA is required to prepare SmarTrip
Regional Partner Comparative Billing Statements to
provide an allocation of the actual operating expenses
incurred for the Regional SmarTrip Program for each of the
Participating Jurisdictions for the current and prior fiscal
years ended June 30. The actual operating expenses
incurred and the allocation to each Participating

Jurisdiction are audited at the end of each fiscal year.

The objective of this audit is to express an opinion on WMATA’s SmarTrip Regional Partner Comparative Billing
Statements for FYs 2021 and 2020.
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SUMMARY OF CONTRACT AUDITS
From July 1, 2021, through December 31, 2021, OIG issued 21 contract audits that identified $13.1 million in
possible savings and one Buy America Act audit.

Contract and Buy America Act Audit Reports

Report Title

Date
Issued

CAM 22-001 Independent Review of Pre-Award for Contract No. FIRPG211121, Station Platform 7/1/2021
Rehabilitation Contract 4

CAA 22-001 Independent Review of Pre-Negotiation Proposal for Contract FQ15005A, On-Call 7/08/2021
Planning Support, Task Order 018 Modification 002 — Zero Emissions Bus Test and
Evaluation Program — Battery Electric Bus Phase Il

CAM 22-002 Independent Review of Proposed Rates for Contract FQ18033, General Architectural 7/28/2021
and Engineering Consultant — Program Management, Construction Management
(PMCM) and Engineering Support Services IDIQ

CAM 22-003 Independent Review of Pre-Award for Contract FDULS211272 — PMCM 8/3/2021

CAM 22-004 Independent Review of Proposed Rates for Contract FQ18033, General Architectural 8/17/2021
and Engineering Consultant Services — PMCM and Engineering Support Services IDIQ

CAM 22-005 Independent Review of Proposed Rates for Contract FQ18033, General Architectural 8/20/2021
and Engineering Consultant Services — PMCM

CAM 22-006 Independent Review of Pre-Award for Contract FQ19151R, Rehabilitation of WMATA 8/23/2021
Parking Garages, Category “A” (Addison, Huntington, Wheaton) & Category “B”
(Anacostia & New Carrollton)

CAM 22-007 Independent Review of Pre-Award for Contract FQ19151R, Rehabilitation of WMATA 8/25/2021
Parking Garages Category B: Anacostia & New Carrollton

CAM 22-008 Independent Review of Proposed Rates for Contract FQ18033, A&E Consultant 8/26/2021
Services — PMCM

CAM 22-009 Independent Review of Proposed Rates for Contract FQ19172, New Design GEC 8/26/2021

CAM 22-010 Independent Review of Proposed Rates for Contract FQ18033, General Architectural 9/22/2021
and Engineering Consultant On-Call Design Services

CAM 22-011 Independent Review of Proposed Rates for FQ15190D, Services for Business Case 9/30/2021
Development

CAA 22-002 Independent Review of Pre-Negotiation Proposal for Contract CBMNT200220, Bus 10/7/2021
Fire Suppression System Maintenance

CAA 22-003 Independent Review of Revised Price Proposal for Contract No. FDEC0211039, ATC 10/13/2021
Equipment Replacement

CAM 22-012 Independent Review of Proposed Rates for Contract FQ19172, General Architectural 10/26/2021
and Engineering Consultant On-Call Design Services

CAA 22-004 Independent Review of Post-Delivery Buy America Audit for Contract FQ18001, 10/28/2021
Option 3, 40ft Lower-Floor Clean Diesel (40XD) Heavy-Duty Bus
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CAM 22-013 Independent Review of Proposed Rates for Contract FQ18033, General Architectural 11/5/2021
and Engineering Consultant Services — PMCM

CAM 22-014 Independent Review of Proposed Rates for Contract FQ19172, General Architectural 11/9/2021
and Engineering Consultant On-Call Design Services

CAM 22-015 Independent Review of Proposed Rates for Contract FQ18033, General Architectural 11/15/2021
and Engineering Consultant On-Call Design Services

CAM 22-016 Independent Review of Proposed Rates for Contract FQ18033, General Architectural 12/7/2021
Engineering Consultant Services — PMCM

CAM 22-017 Independent Review of Pre-Award for Contract FIRPG211179, Tunnel Water Leak 12/13/2021
Mitigation

CAM 22-018 Independent Review of Proposed Rate for Contract FQ18033, A&E Consultant 12/16/2021
Services, IDIQ

CORRECTIVE ACTIONS ON AUDIT
RECOMMENDATIONS

OIG tracks and documents the status of audit recommendations and WMATA corrective action
plans. Positive change results from the process in which management acts to improve
operations based on the recommendations in the published audit report. Management actions
are monitored until final action is taken on all recommendations. Listed below are
recommendations issued that are outstanding. In every case, management’s ongoing actions
will correct the deficiency identified during the audit.

Recommendations Described in Previous Semiannual Reports on
Which Corrective Action Has Not Been Completed
as of December 31, 2021

Date Number of Latest Target Date
Report Title lssued Recommendations Per WMATA Corrective
Open Complete ‘ Action Plan
0IG 19-10 Audit of WMATA’s End-of-Service 5/1/2019 3 3 9/1/2022
Life Operating System Software
01G-19-11 Audit of WMATA’s Software Asset | 6/19/2019 1 0 6/30/2022

Management Program
Audit of the Replacement of

016 21-01 WMATA’s Remote Terminal Units 11/16/2020 2 / 11/30/2022
0IG 21-05 Review of WMATA's Improper | ¢ 505051 1 0 6/30/2022
Payments
0IG 22-01 Audit of WMATA’s Mission Critical 8/24/2021 3 3 12/31/2022
Legacy Systems
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